Authentication

Authentication

This section contains information about authenticating users and devices.

Agent-based FSSO for Windows AD

Internet

Internal network

FSS0 Agent

.

Windows AD server

In this recipe, you use agent-based Fortinet single sign-on (FSSO) to allow users to login to the network once with their
Windows AD credentials and seamlessly access all appropriate network resources.

This example uses the FSSO agent in advanced mode. The main difference between advanced and standard mode is
the naming convention used when referring to username information. Standard mode uses Windows convention:
Domain\Username. Advanced mode uses LDAP convention: CN=User, OU=Name, DC=Domain.

Standard mode supports device names up to 15 characters long. Advanced mode supports device names longer than
15 characters.

Advanced mode is required for multi-domains environments.

Installing the FSSO agent

Connect to the Windows AD server and download the FSSO agent from Fortinet Support.
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1. Toinstall the agent, open the installer file and use the installation wizard.
2. SetaUser Name and Password for the FSSO domain administrator.

N Fortinet Single Sign On Agent | = | = [

The user account on which you want to

Please input the user account's name and

ser name must be in form DomainMame\UserMame, If you want to use local user account,
please enter . \JserMame.

User Name: I.‘n,.ﬁ.dministramr

Password: | I

Back ” Mext | | Cancel |

3. Forthe Install Options, select Advanced to use advanced mode instead of standard.

N Fortinet Single Sign On Agent | == [

Install Options

Fortinet Single Sign On Agent could be set up to monitor user logon events and/or serving
MTLM authentication requests from Fortigates. Select the proper options below.

Monitor User logon events and send the information to FortiGate.
Serve NTLM authentication requests coming from FortiGate.

Please select the access method of Windows Directary

() Standard(e.g domainiuser)
-Select this option for easy setup, works for most situations
(® Advanced(e.g. CM=user,0l=5ales,DC=domain,DC =com)

-Select this option if you setup LDAFP access to Windows AD to retrieve userfgroup
information from FortiGate

Back || Next | | Cancel
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4. Afterinstalling the FSSO agent, run Install DC Agent.
5. Setthe Collector Agent IP address and the Collector Agent listening port.

Fortinet Single Sign On Agent - Install DC Agent -

Welcome to the DC Agent installation wizard. This wizard will install DC Agent on the Domain
Cortrollers in your domain.

First please confim the Collector Agent address and listening port.

Collector Agent

Collector Agent IP address:

172.25.176.140) |

Collector Agent listening port: | 8002 |

Mote: You need to have administrator access to the domain controller in order to install the

DC Agert!

< Back Mext = || Cancel || Help

6. Select the domain you wish to monitor.

FortiOS 6.0.0 Cookbook 123
Fortinet Technologies Inc.



Authentication

Please select the domain|z) you want to monitor:

if some domains are missing, make sure the trusted relation between domains is set up
propery, then run this wizard again.

<Back |

7. Exclude any users that you don’t want to monitor, including the administrator.

Please mark the users you DO NOT want to manitor their logon events:

=-§§ FORTIDOCS
Administratar
] bdilian

[] fadmin

8. Set Working Mode to DC Agent Mode
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Select domain controllers for monitoring user logon event:

[« FORTIDOCS, DocsWin2012R2 FortiDocs.com

Working Mode
(@) DC Agent Mode (Click Next will start the instaliation of DC Agent)

() Polling Made {Poling logen sessions from Domain Controller)

(") Poll logon sessions using Windows Net AP

(®) Check Windows Securty Event Logs

9. Restart your server to apply all changes.
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Configuring the FSSO agent

1. To configure the settings for your network, open the FSSO agent. You can use the default for most settings.

g Fortinet Single Sign On Agent Configuration | = | = [
Monitonng wser logon events Support NTLM authentication |Enllector Agent Status: RUNMING

Ligtening ports Common Tasks
Fartiz ate: | 3000 D Agent: |8002 Show Service Status

Lol

=l Show Monitored DCs
Lag level Loa fle size lmitiB}: [ 10 || viewlog |
Show Logon Users
[]Log lagon events in separate logs iew Logon Events

Select Domainz Tao konitor
Authentication

Timers Set Group Filkers

Wiork station werify interval [minutes]:

Set lgnore ser List

Dead entry timeout interval [minutes):

Sync Configuration With Other Agents

|P address change verify interval [seconds);

[ ] Cache uzer group lookup result

Fequire authenticated connection from FortiGate Pazsword: _ | Set Directory Access Information

Cache expire in [minutes]: B0 Clear Group Cache Export Configuration

| Advanced Settings | | Savekcloze | | Apply | | Default | | Help

2. Select Set Directory Access Information. Set AD access mode to Advanced.
Set Directory Access Information -

A0 access mode:

A dvanced hd |

In &dvanced mode, uzer group iz shown in farmat
"ch=mygroup,ou=Finance, dec=mycompary, dc=com'’,

Y'ou nieed to config the LDAP access inAdvanced mode.

Advanced Setting... k. | | Cancel

Setting up your FortiGate for FSSO

Because you have installed FSSSO in advanced mode, you need to configure LDAP to use with FSSO.
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1. To configure the LDAP service, go to User & Device > LDAP Servers and select Create New.

2. Enterallinformation about your LDAP server. Select Test Connectivity. If your information is correct, Connection
status is Successful.

Name FortiDocs
Server IP/Name 172.25.176.140
Server Port 389

Common Mame Identifier | cn

Distinguished Name DC=FortiDocs,DC=com Browse
Bind Type Simple = Anonymous

Username ator,CN=Users,DC=FortiDocs,DC=com

Password ssssssssss @

Secure Connection (I
Test Connectivity

Test User Credentials

3. Create a Fabric Connector to the FSSO agent by going to Security Fabric > Fabric Connectors and select +
Create New.

4. Under SSO/ldentity, select Fortinet Single Sign-On Agent.
Set the Name and enter the IP address and password for the Primary FSSO Agent.
6. Set Collector Agent AD access mode to Advanced and set LDAP Server to the new LDAP service.

550/Identity

o

Connector Settings

Name FortiDocs

Primary FSSO Agent 172.25.176.140 - sssssses ==

Collector Agent AD access mode = Standard
LDAP Server FortiDocs -

7. Your FortiGate displays information retrieved from the AD server. Select Groups, then right-click the FSSO group
and select + Add Selected.

8. Select Selected.
The FSSO group is shown.
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Users Groups Organizational Units Selected

Search Q

Domain Controllers

Domain Guests

Domain Users

Enterprise Admins

Enterprise Read-only Domain Controllers
FortiDocs

Group Policy Creator Owners
Protected Users

RAS and IAS Servers

Read-only Domain Controllers

+ Add Selected

Schema Admins
WinRMRemoteWMIUsers__

€< 1 /1

9. To create a user group for FSSO users, go to User & Device > User Groups and select Create New.
10. Enter a group Name and set Type to Fortinet Single Sign-On (FSSO). Add the FSSO users to Members.

Mame FortiDocs_FS50
Type Firewall

Fortinet Single Sign-On (FSS0)

RADIUS Single Sign-On (RS50)
Guest

Name

Domain Controllers

Domain Guests

Domain Users

Enterprise Admins

Enterprise Read-only Domain Controllers
FortiDocs

Group Policy Creator Owners
Protected Users

RAS and IAS Servers
Read-only Domain Controllers
Schema Admins
WinRMRemoteWMIUsers__

> » [Total:20]

Members g CN=FortiDocs,CN=Users,DC=Fo1 %

4

11. To create a policy for FSSO users, go to Policy & Objects > IPv4 Policy and select Create New.

12. For Source, set User to the FSSO user group.

FortiOS 6.0.0 Cookbook
Fortinet Technologies Inc.



Authentication

Name €@ Internet-FSSO

Incoming Interface | ™ portl x
+

QOutgoing Interface | ¥ wan1 x
+

Source & all x

Bf FortiDocs_FSSO x

+

Destination = all x
S

Schedule (@ always -

Service ] ALL x
+

Action vy eaIul @ DENY ™ LEARN O IPsec

Firewall / Network Options

NAT O

IP Pool Configuration Use Qutgoing Interface Address RUSRGE Y]

Results

Log into a computer on the domain and access the Internet. The FortiGate uses FSSO for authentication and doesn’t
require your credentials to be entered again.

On the FortiGate, go to Monitor > Firewall User Monitor and select Show all FSSO Logons.

Z Refresh  ® Deauthenticate [EIWNEINESIOINNEE | Search Q
User Name User Group Duration P Address Traffic Volume Method
SLOWE & FortiDocs FSSO 4minute(s) and 9 second(s) 192.168.10.2 34.35MB IS [ Fortinet Single Sign-On
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